Ask the Expert - Mark D. Menefee, Baker & McKenzie LLP
QUESTION
“Foreign National licensing — “The “Foreign Natichizl employed in a Canadian
subsidiary. His work involves IT which means hisSUcounterparts want to
provide him access to specific networks, servedsprograms to enable him to
fulfill his IT responsibilities.

His main project is a configuration management fmoa “requirements
database”. According to his counterpart in the hkSgoes not necessarily look at
the data, but he manipulates the program that gesvihe data to research
administrators. However, he would be able to ext®es data. It is important to
note that each network, server and applicationiregja login/password to restrict
and limit access.”

A precise analysis of the export compliance issuiessng from this scenario would be
very fact dependent. Nevertheless, we can sketthame basic steps you should follow
in determining how the U.S. export laws might applyour situation.

There are basically two export compliance questioronsider when analyzing a
problem like this: (1) what are the export contialssifications of the information in the
company’s network? and (2) would that informati@released or transferred to this IT
employee? Based on your answers to those quesyionsnight also need to consider
some employment law issues.

Let’s start with the classification issue firsthel'question doesn’t provide specific
information about what information is in the compametwork. However, since there
is a reference to “research”, let's make the mastious assumptions possible.

The information flowing through a company’s netweduld be of three types: (1) not
subject to U.S. export controls (e.g., informatibat is already publicly available, such
as sales brochures posted on the internet ang freallable for downloading); (2)
subject to the Export Administration RegulationSAR”) (e.g., software specifically
designed to operate a 5 axis machine tool, or @ty design drawings for a circuit
board); or (3) subject to the International TrafficArms Regulations (“ITAR”) (e.g.,
technical data concerning the avionics package o115 fighter plane). To save space
here, we’ll leave aside the question about how G@maexport control law would apply,
but you should examine that carefully also.

Depending on how the information in the networklessified, an export license might
be required for that information to be releasettamsferred to a foreign national working
in Canada. Under the EAR, this might be considerduk a “deemed reexport.”



Before we talk about a deemed reexport, let's disevhat is a “deemed export.”
Subsection 734.2(b) of the EAR sets forth the dekex@ort rule, as it is called. This
subsection provides that the export of technolaggoftware includes “any release of
technology or source code subject to the EAR tr@dn national.” Such a release is
“deemed to be an export to the home country or ttsnof the foreign national.” In
other words, even though a foreign national mightdzated physically within the U.S.,
release of technology or source code to him orshdeemed to be an export, as if the
person took the item back to his or her home cqunitikewise, a release of technology
or source code subject to the EAR to a foreignomali when it occurs outside of the
U.S., is considered to be a deemed reexport. Xample, if an Indian national is
working temporarily in your company’s Canadian sdiasy, the release of technology
subject to the EAR to him or her would be a deemedport to India. Licensing policy
regarding India, not Canada, would apply.

The deemed export and reexport rules do not apmy¢ryone, however. For releases of
technology and software in the U.S., no deemedméxquoours if the recipient is: (a) a
U.S. citizen; (b) a foreign national who has bec@n@&wful permanent resident of the
U.S.; or (c) a foreign national who has been fotyngilanted political asylum or political
refugee status in the U.S. In other words, theraekexport rule applies only to foreign
nationals who are temporarily in the U.S., sucpesple traveling to the U.S. under a
student or business visa.

It gets more complicated for a foreign national vilnavorking outside of the U.S.
According to Subsection 734.2(b)(5), the same esxatuapplies for persons who are
lawfully admitted for permanent residence in theefgn country. We could use some
clarification from the U.S. Commerce Departmentaaning what constitutes lawful
permanent residence under non-U.S. laws, incluttioge of Canada, for the purposes of
the deemed reexport rule.

How does a “release” of technology or software ogclihe EAR says it can occur by (a)
visual inspection; (b) oral exchanges of informatior (c) the application to situations
abroad of personal knowledge or technical expeeeauaguired in the U.S.

What is “technology”? The EAR define it as spexififormation necessary for the
“development,” “production,” or “use” of a product.

The ITAR do not expressly use the concept of “deemgort” but they reach a similar
result. ITAR Section 120.17 defines an exporntdude “Disclosing (including oral or
visual disclosure) or transferring technical data foreign person, whether in the United
States or abroad.” Also included in that defimtie “Performing a defense service on
behalf of, or for the benefit of, a foreign persatether in the United States or abroad.”

Under the ITAR, technology contained in email tiafr stored in a company’s intranet
database which could be accessed by the networkedirator would be considered by
the regulatory authorities to be transferred ocldsed to that administrator.



The leading enforcement case on this point is énMlatter of General Motors Corp. and
General Dynamics Corp., which was settled on Nowmib 2004, with the imposition of
a $10 million civil fine on each company. Thate#@svolved a Canadian subsidiary of
General Motors which manufactured the Light Armovkshicle for the U.S. Army.
General Dynamics acquired the subsidiary afteviblations occurred.

The manufacturing was performed under a Technisalstance Agreement issued by the
U.S. State Department’s Directorate of Defense &@dntrols (“DDTC”), which

prohibited unauthorized foreign nationals from Imgvaccess to the technical data.

DDTC took the position that by failing to restrastcess to the intranet data by employees
who were “dual nationals” (that is, they were @tig of Canada and another country,
e.g., China), the company had transferred or dsecldechnical data to them illegally.

The settlement documents for that case can be fonm@DTC'’s website
(http://www.pmdtc.orgl.

According to DDTC'’s interpretation, the transferdisclosure of technical data did not
actually have to occur for there to be a violatbithe ITAR. Merely failing to restrict
access was sufficient.

On its websiteWww.bis.doc.goy, BIS provides some FAQ’s concerning deemed esport
and deemed reexports. There BIS states that “Tdagyis ‘released’ for export when it
is available to foreign nationals for visual inspp@t....” Thus, it is likely that would
similarly conclude that technology would be relebsethe IT person by virtue of mere
access.

To complicate matters further, suppose the netwlods contain some technical data that
is subject to control under the ITAR or the EAR avalld require a license for the IT
person. This situation could raise employmentdan data privacy issues under
Canadian law for the company. While U.S. employnhen (Title VII of the Civil

Rights Act) generally prohibits discrimination bds® national origin, it does provide a
narrow exception for national security. But ipisssible that Canadian employment law
does not do so. Even if Canadian law does providemparable exception, the
exception might not contemplate the national ségeoncerns of another country.
Moreover, Canada’s data privacy law is quite said may prevent your company from
asking about the IT person’s nationality. Therefakyou think your company might be
facing a possible conflict between U.S. export cariaws and Canadian employment
and/or data privacy laws, you should consult ydtoraeys in both countries.

Thus, the “release” part of the question is retdtiveasy to answer, even though you
might not agree with the interpretations of DDT(Bd®. The classification part of the
guestion can be challenging. Proper managemdaheamployment and data privacy
issues relating to a job that requires licenseeéssto technical information can require
the export compliance administrator and the huneanurces manager to work closely
together to ensure that the company remains in tange with all laws.



